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Apple Devices

Or How | Stopped Worrying and
Learned to Love our Task Server




bit.ly/PracticalAutomation




Agenda

* Introduction

* What is automation?

» Why is it worthwhile?bit.ly/PracticalAutomation
* Four steps to automating a project

» Examples

* A tour of our task server

* A crash course in Jamf scripting and LaunchDaemons
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Introduction >whoami
Who am | anyway? rebecca.latimer

Brain
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The Tech Lady

District Technology Technician

Hibbing Public School District

3000 iPads, 300 Macs

Not even remotely an expert

Automation enthusiast
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My First Task When 1 Got Hired

Find all users in Jamf that didn’t have an iPad or computer assigned
Delete them

One by one by one by one by one

BY ONE BY ONE BY ONE BY ONE

(There were 3000 of them)

. Go crazy

Decide to find a better way

Brain
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Whatis Automation?

Automation just means doing things
automatically
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Automation Can Mean Different Things

* Any time you move from a manual process to an automatic one, it is automation!

* Some examples:

Using an MDM

Using a service to sync rosters

Scheduling app updates

Getting automatic reports emailed to you

Scripting repetitive tasks
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“Any daily work task that takes 5> minutes will cost
over 20 hours a year, or over half of a work week.

Even if it takes 20 hours to automate that daily 5
minute task, the automation will break evenin a
year.’

Anthony J. Stieber, Breaking Into Information Security



The Compound Effect

o Automation builds on itself

 Time saved while one automation is running can be used to
build another

 And another and another
« Skills you learn can be applied to other projects as well

* The Jamf Pro APl is a great example

Brain
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Finding the Time

» We are all too busy in
EDU

e Setting aside even a
half hour a day helps

» Go for the low-
hanging fruit first
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Some Numbers (Part One)

Example: Deleting classes from Jamf every semester
Pre-automation: 2 hour process, twice a year
Post-automation: § minute process

Scripting time: 4 hours

After year one, we break even on time

After year two, those hours can be spent on other projects

Like...
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Some Numbers (Part Two)

Example: Renaming iPads

Pre-automation: 30 minute process, once a week
Post-automation: o minute process, happens daily automatically
Scripting time: 1 hour

This is a great example of the compound effect

Since | had spent so long with the Jamf API, | could confidently knock out this script
quickly and efficiently

Even better than just scripting the process, | also wrote a LaunchDaemon to run it for
me!

_—

Brain
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How Are You Spending
Your Time?

* In order to save time, you need to
know how you are spending it

* Try tracking your time for a day or

two =) HourStack

* The results might be eye-opening
* Some apps are great for this

* You can also go low-tech with a
stopwatch
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Ready to Automate?
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Four Steps to Automation

1. Find your lowest-hanging fruit
2. Don’t reinvent the wheel
3.Implement the solution
4.Document what you have done
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1-Lowest Hanging Fruit

High Impact
Low hanging
This is the thing that is "
the most important to
get done but would be
the easiest to automate _—
difference
Low Impac
Low Effort

bit.ly/PracticalAutomation

Maybe later

Not worth
doing

High Effort

_—
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2-Don’t Reinvent the

Wheel
* If you are having this problem, 2¥] MacAdmins ¢ | NATION
it,S llkely that someone else has macadmins.slack.com J FRE RS
too
» Slack, Jamf-nation, and just
plain Googling are all good Go
methods
 Their solution may not be - @ rename ipads jamf ap v

exactly right for you but it could
put you on the right path
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3 - Implement

* Tweaks may be required

» Keep in mind that solutions are
not one-size-fits-all

* Don’t expect the world - many
solutions are open source

* Make sure you understand
what you are implementing

Brain
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4 - Document
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 Documentation takes time, but
it will save you time later

* This is especially important if
you have the same kind of
project later

| - T M '
sy

HAVEN TSSEEN IN A LONG'TIME:

* You can also use this to help
others who might be in the
same position

Brain
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Enjoy your free time

 Get a shack!

* Consider sharing with others
what you have done

* Spend your newfound time
looking for the next lowest-
hanging fruit

* (Orjust go eat some fruit)
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When your program
IS a complete mess,
but it does its job

Examples

(Things | have done, for better or
worse)

Brain:t rm



Example 1: Updating Applications

Probably the lowest-hanging fruit out there! High impact, very low effort

This is a solved problem: AutoPKG is a fantastic tool

Implementing this in your own environment may require a task server to be set up

You can use AutoPKG with JSSimporter if you use Jamf to make your life even easier
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AutoPKG (and
AutoPKGr)

Your new secret weapons

AutoPkgr

-"m";‘:“. Repos & Recipes  Schedule  Notifications  Folders & Integration

© AutoPkg 0.6.1 installed.

® Git 2.2.1installed.

Launch AutoPkgr at login
Show AutoPkgr menu icon
Hide AutoPkgr in Dock

Brain



Installing AutoPKGr

® ® 1)+ (< @ U objects.githubusercontent.com/github-production-release-asse X @ O + 88

O Release AutoPkgr 1.5.7 - indegroup/autopkgr

AutoPkgr 1.5.7 (st

@ shawnhonsberger released this Mar 05,2021 © v157 o ee5f115 @

Compare ~

Fix it up!
AutoPkgr 1.5.7 includes a bug fix for integration and repo compatibility.

Fixed

e Corrected default branch invocation to avoid issues when working with integrations and repos. This resolves issue #665 and #668. Thanks
to @apizz and @jaw4uz for the reports!

¢ |ssue #666, unrelated to AutoPkgr has been resolved by the release of AutoPkg 2.3.1. Thanks to @homebysix for #723 and #724 for the
reports and fixes!

v Assets 2

@ AutoPkgr-5.7.dmg 4.79 MB
[7) Source code (zip)

[7) Source code (tar.gz)

®




Very low-hanging fruit - effort is very low (built in) and impact is high

Example 2: Getting Updated Reports

This exists but there isn’t great documentation for it

Just check a few boxes

Reports can go to you daily or weekly or whatever you like

[f it ISN’T built in, you may be able to use an API to get the information that you

want
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Mobile Devices : Advanced Mobile Device Search

— 9 Active Students Not on iOS 15.2

Search Criteria Display Reports

Schedule automatic email reports

File Format File format to export the report
Frequency Frequency at which the reports are calculated and sent

@ Daily

Comma-Separated Values (.csv) «

Inventory Item Choose the inventory item on which to base your results Q Days per week
Devices v
Q 1st v day of every month
Download Report Q st ~ Monday v of every month

At 9 v 00 ~ am. v @ Time is displayed in Coordinated Universal Time (UTC)

Email Reporting

Configure Email Reports

Brain
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MICROSOFT REMOTE DESKTOP 10 ZOOM CLIENT FOR MEETINGS MICROSOFT EXCEL 365/2019

Patch Report Patch Report Patch Report

VERSION DEVICES VERSION DEVICES VERSION DEVICES
10.6.7 2 56.4(765) 2 16.51.21071101 1
o) o) o)
89 /) 1071 1 89 /o 5.8.0 (1780) 5 89 /o 126.46.2102120 10
Latest Version 1073 1 Latest Version 5.9.0 (3377) 3 Latest Version
16.55.21111400 5
10.75 4 5.91(3506) 6
16.56.21121100 7
10.7.6 69 5.9.3 (4239) 13
® 69 Latest Version ® 259 Latest Version 5.9.6 (4993) 259 ® 331 Latest Version 16.57.22011101 17
(10.7.6) (5.9.6 (4993)) (16.58.22021501) 16.58.2202150 .
@® 8 Other Version @® 29 Other Version @® 40 Other Version 1

TEAMVIEWER 15 MICROSOFT POWERPOINT 365/2019 MICROSOFT WORD 365/2019

Patch Report

Patch Report

Patch Report

VERSION DEVICES VERSION DEVICES VERSION DEVICES
15.27.3 3 16.46.2102120 16.51.21071101 1
2
o o) o
100 /o 90 /o 89 /0 16.55.21111400 5
. Vere . erel 16.51.21071101 1 . Verei
atest Version atest Version atest Version 16.46.2102120 10
16.55.21111400 4 2
16.56.21121100 7 16.56.21121100 7
® 3 Latest Version ® 334 Latest Version 16.57.22011101 15 ® 332 Latest Version 16.57.22011101 16
(15.27.3) (16.58.22021501) 16.58.2202150 4, (16.58.22021501) 16.58.2202150 4,
@ 0 Other Version @ 37 Other Version 1 @ 39 Other Version 1

)

Brain. '

D
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Example 3: Cleaning up Policies, Profiles, etc.

* The impact is a bit lower on this one (except when it isn’t)
but the effort is extremely low

 Solved problem! Use Prune

e https:/github.com/BIG-RAT/Prune

Brain
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https://github.com/BIG-RAT/Prune

® Scan  nttps://m. Logout

v Packages v Policies v/ Mobile Device Groups v Classes
v Scripts v Restricted Software v" Mobile Device Apps v’ eBooks

v Computer Groups e Device Config. Profiles

v Computer Profiles

count of unused computergroups: 6

10.12 - Sierra
ARD Script \ : . . :
Double click to view the object in the Jamf server

eBooks Smart Group

email or

Empty - East Option+click to remove the object from the list

laptops
count of unused osxconfigurationprofiles: 19

AD Root Cert - Home

Andromeda
Banner

View: All Import: 8 Downloads ¢ Export Remove
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Example 4: Deleting ASM Classes

This qualifies as low-hanging fruit because of the time impact - deleting classes one

by one is awful

There were some solutions out there but I ended up mostly writing my own - you

can benefit from my struggle!

Implementing this is as easy as running the script locally on your own computer

Once you understand how the API works, you can modity it to meet your own needs
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Deleting Classes

https:/eithub.com/GingerScripting /jamf-pro-api/blob/main/deleteClasses.sh
Custom script that [ wrote

Searches for criteria that you specify (such as S1 for Semester 1 classes)
Creates a CSV on your desktop you can review before deleting

Use or modify to your heart’s content!
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https://github.com/GingerScripting/jamf-pro-api/blob/main/deleteClasses.sh

Example 5: Renaming iPads

Pretty low-hanging fruit - keeps our inventory up to date and makes it easier to find

lost iPads

Again, some good options out there but ultimately had to write my own script

Implementing this one takes a little work if you want to go as far as I did

This was a good exercise in how LaunchDaemons work

bit.ly/PracticalAutomation
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Renaming iPads

https:/github.com/GingerScripting/iPadNightlyRename

This repo contains both a script and a LaunchDaemon
Run the renameDevices.sh script to rename iPads on demand

Install the LaunchDaemon if you want to automate the process even further

bit.ly/PracticalAutomation
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https://github.com/GingerScripting/iPadNightlyRename

A Tour of Our Task Server

Hopefully not a three-hour tour




What Is A Task Server?

Any computer can work for this - virtual or real

If you have moved a lot of services to the cloud, you can use your old devices for

this

Doesn’t have to be anything special - just a computer that has an internet
connection that is always on

You COULD run this on your own machine but it is not recommended

bit.ly/PracticalAutomation
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@ QuickTime Player File Edit View Window Help O W E FrigdoPM Q

LaunchDaemons
alias

Rename Devices

renameDevicesSa
nitized.sh

Screen Recording
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@ QuickTime Player File Edit View Window Help O il = s5at959AM Q =

laemons

Favorites Date Modified

./‘. AirDrop v com.github.autopkg.autopkginstalld.plist
com.github.autopkg.autopkgserver.plist
com.isd701.renameDevices.plist

,1\ Applications v com.lindegroup.AutoPkgr.helper.plist
B Desktop v com.lindegroup.AutoPkgr.schedule.plist

Q Recents

Eb Documents
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Locations

Tech HD
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'.; ' r\u e T WOI l\

Tags
® Red
Orange

Yellow
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Brain




A Crash Course in the Jamf Pro API

Find documentation at [your Jamf Pro instance]/api
The jamf-api channel on MacAdmins Slack is a great resource

Best way to start is to find something you like and tweak it

Authentication is tricky - basic is okay IF you are only running a script on a device

that YOU control

Lets look at an example of one of my scripts

bit.ly/PracticalAutomation
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Logging In

#sends the Enable Lost Mode command to all devices in an advanced search

#Add your credentials and Jamf Pro URL here if you don't want to be prompted for them. This is also necessary if
you are running the script as root (jamf or LaunchDaemon)

JjssUser=

JssPassword=

JssURL=

#fYou can also uncomment this line if you want the script to read which jamf server the computer it is running on
connects to.
#3ssURL=S$ (/usr/bin/defaults read ~/Library/Preferences/com.jamfsoftware.jss.plist url)

if [ -z $3JssURL ]; then
echo "Please enter the JSS URL:"
read -r JssURL

f1
if [ -z $jssUser ]; then
echo "Please enter your JSS username:"
read -r jssUser
f1
if [ -z $jssPassword ]; then
echo "Please enter JSS password for account: $jssUser:"
read -r -s jssPassword
f1

. . . . Brain
echo "Logging in to $7ssURL as $jssUser"



Xpath and Device Numbers

xpath () {
# the xpath tool changes in Big Sur
1f [[ $(sw vers -buildVersion) > "20A" ]]; then
/usr/bin/xpath -e "$@"
else

/usr/bin/xpath "$@"
fi
}

echo "Please enter the ID number for the advanced search that you would like to send the Lost Mode
command to:"

read —-r searchlID

deviceNumbers=($ (/usr/bin/curl -X GET -H "Accept: application/xml" -s -u "${jssUser}":"S${jssPassword}" \
${JssURL}/JSSResource/advancedmobiledevicesearches/id/"SsearchID" | xpath "//mobile device//id" \
2> /dev/null | awk -F'</?id>'" '{for (i=2;i<=NF;i++) print S$i}'"))
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Creating the Function

setLostMode () {

goodXML="<mobile device command>
<general>
<command>EnablelLostMode</command>
<lost mode message>|[ENTER MESSAGE HERE]</lost mode _message>
<lost mode _phone>[ENTER PHONE NUMBER HERE]</lost mode phone>
<lost mode footnote>[ENTER FOOTNOTE HERE]</lost mode footnote>
<always enforce lost - mode>true</always enforce lost mode>
<lost mode ~with sound>true</lost mode w1th sound>
</general>
<mobile devices>
<mobile device>
<id>S$Sdevice</id>
</mobile device>
</mobile devices>
</mobile device command>"

curl -X POST \
S{JssURL}/JSSResource/mobiledevicecommands/command/EnablelLostMode \
—-—-user "S$9ssUser":"S$SjssPassword" \
--header "Content-Type: text/xml" \
-—request POST \
-—-data "SgoodXML"
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Looping Through

for device in "S{deviceNumbers[@]}"; do
setLostMode
echo "Lost mode set on device number Sdevice”
done

Brain



L.aunchDaemons

User-created LaunchDaemons usually live in /Library/LaunchDaemons
Format should be familiar - just a plist
LaunchDaemons can be used to schedule tasks

Creating a custom LaunchDaemon is easy

https:/zerolaunched.herokuapp.com

bit.ly/PracticalAutomation
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https://zerolaunched.herokuapp.com

LaunchDaemon Example

<?xml version="1.0" encoding="UTF-8"7?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Label</key>
<string>com.isd701.scheduler</string>
<key>Program</key>
<array>
<string>/usr/local/policyReport.sh</string>
</array>
<key>StartCalendarInterval</key>
<dict>
<key>Hour</key>
<integer>2</integer>
<key>Weekday</key>
<integer>0</integer>
</dict>
</dict>
</plist>
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In Summary

Find what you spend your time on

Automate the easiest and most impactful projects (lowest-hanging fruit) first
Don’t reinvent the wheel - see if others have done the work first

Document what you have done

Spend your free time learning new things
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More Resources

* Companion post - Same as bitly link on bottom of pages - https://
gingerscripting.com/practical-automation-for-apple-devices/

* Mac Admins Slack - https:/www.macadmins.org (I am rebelati there)

* https:/github.com/gingerscripting - My personal scripts
* https:/gingerscripting.com - My blog
 https:/twitter.com/gingerscripting - Twitter
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Thank You!
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